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What are Microsoft Office macros?

Macros are small programs added to Microsoft Office files that automate
repetitive tasks. They are useful for creating document templates or automating
calculations within Excel and are often included in business processes.

Why are Microsoft Office macros a security concern?

If macros are not controlled, they represent a security risk as malicious actors can embed malware and try

to bypass security controls and gain access fo systems. Many regulatory frameworks, such as those from the
Australian Cyber Security Centre (ACSC) and the UK’s National Cyber Security Centre (NCSC), and the Australian
Energy Sector Cyber Security Framework (AESCSF) include requirements for controlling macros.
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Why Macrosine?

The best way to manage Office macro security is to have every macro assessed before it can
be used and to only allow macros with a digital signature to run. Macrosine automates both of
these processes and makes them accessible without the need for specialist technical skills. You
can empower the owners of macro-enabled documents to take charge of their own security, or
you can delegate access to service desk or other support personnel to process requests on their
behalf. With Macrosine you can improve your cyber security posture, address your regulatory
compliance requirements, and reduce the workload of your ICT security personnel.
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Features and benefits

A
Assess Microsoft Office Automated sandbox Simple to use, empowering
macros and PowerShell detonation and digital for users, and no specialist
scripts for malicious code. signing if deemed safe. skills required.

Supports Word, Excel, Detailed i id Empowers your team to
PowerPoint, Outlook, and more etaried operating guides improve cyber security

; implifies regulator
Supports PowerShell scripts Granular access control Simp thes regulatory
compliance for macros

@ Flexible deployment options @ Self-service portal @ Saves time and effort
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How it works

Upload the file via the web portal Download the signed file

Macrosine is a product of oobe, a Fujitsu company

Macrosine is backed by Fujitsu and developed and maintained by oobe, a
Microsoft Azure Expert MSP partner and Managed Security Solutions Provider
(MSSP), so you know you’re in safe hands. With oobe you inherit everything we’ve
learned across every client engagement. There’s more than enough work to be

a Fujitsu company done, so if we've done it before we're going to bring those learnings, assets and
the automation to deliver quality results faster. With a core emphasis on security,
we'’re focused on simplifying technology and making it work for you so you can get
on with what your business does best.

@ macrosine macrosine.com.au | hello@macrosine.com.au




